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Abstract 

Using Microsoft Information Protection (MIP) labels is crucial for safeguarding sensitive data within an 
organization. These labels help classify, label, and protect data based on its sensitivity level, ensuring that 
only authorized personnel have access to it. By applying labels such as Public, Personal, Sensitive, or 
Restricted, users can easily identify the appropriate handling and sharing protocols for each document or 
email. This not only helps in preventing data breaches but also ensures compliance with regulatory 
requirements, enhancing the overall security posture of the organization. 

Label Definitions 

Below is the name of each label followed by a description of when each label is to be used, matching the 
UWG Information Classification standard. 

1. Public: University information approved for unrestricted public access, posing little to no risk to the 
institution. 

• Examples: press releases, public websites, marketing materials, event information 

2. Personal: Identifies content that is outside university business activities. 

• Examples: personal notes & resumes, tax & financial records, family & healthcare records, travel 
plans & photos 

3. Sensitive: Information not regulated but could create operational, financial, reputational, or personnel 
risk if disclosed. 

• Examples: draft budgets, performance reviews, salary data, internal audits, vendor negotiations 

4. Restricted: University data requiring the highest level of protection. 

• Examples: FERPA / HIPAA / PCI data, Social Security numbers, banking information, research data, 
authentication credentials 

  



Information Classification Reference 

The chart below shows what type of information belongs under each label, for clarification when choosing 
a label. 

 

  



Using Labels in Outlook 

1. When you click “New Email” at the end of the subject line you will see “No Label” 

 

2. When you click on the drop-down arrow, you will see the information protection labels 

 

3. Once you have selected the label, a message will appear at the top with a description of how the label 
is to be used 

a. If the description does not match your intended audience, simply select another label 

b. Then proceed to send the email as normal 

  



Using Labels in Microsoft Office 

1. When using Microsoft Word, Excel, etc., look at the top of the document and you will see “No Label”, 
click on “No Label” 

 

 

2. A box will appear and you will click on the drop-down where it says “No Label” 

3. At this time, give your file a name and select where you would like to save the file 

4. Select the label you would like to use 

 

5. Once you have selected the label, a message will appear below the label with a description of how the 
label is to be used 

a. If the description does not match your intended audience, simply select another label 

b. Then proceed to save the document as normal 


